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BEGIN 



1 a 

THE USER TAKES FIRST PICTURES WITH INTENTION 
TO UPLOAD THEM TO TARGET PHOTO WEB SITE 



510 



r 



520 



THE MEDIA GATEWAY AT THE PHOTO WEB SITE 
AUTHENTICATES THAT TRANSMISSION IS FROM 
A VALID DIGITAL CAMERA DEVICE TYPE 



530 



THE MEDIA GATEWAY QUERIES THE WIRELESS 
CAMERA CLIENT FOR A CAMERA ID 



540 



THE MEDIA GATEWAY'S ID MODULE PASSES 
THE USERACCOUNTTICKET, AND OPTIONALLY, 
THE PHONEIDS, TO THE ACCOUNT 
MANAGEMENT MODULE 



550 



THE IMAGE REPOSITORY'S ACCOUNT MANAGEMENT 
MODULE CHECKS AGAINST THE ACCOUNT 
DATABASE FOR A MATCHING EXISTING ACCOUNT; 
IF NONE FOUND, THE ACCOUNT MANAGEMENT 
MODULE GENERATES A NEW USER ACCOUNT 
USING THE USERACCOUNTTICKET AS THE 
ACCOUNT'S INTERNAL "USER ID" 







THE SERVER CONTIN 
UPLOAD COMPUTATIC 
TO THE ACCOUf 
WITH THE USER/ 


UES NORMAL PHOTO 
>NS AND OPERATIONS 
vlT ASSOCIATED 
\CCOUNTTICKET 



560 



DONE 



FIG. 5 
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BEGIN 



602 



THE USER TAKES FIRST PICTURES WITH INTENTION TO UPLOAD 
THEM TO THE PHOTO WEB SITE 



r 



604 



THE MEDIA GATEWAY AT THE PHOTO WEB SITE QUERIES THE WIRELESS 
CLIENT FOR THE CAMERA GDEVID, PHONEIDS, AND USERACCOUNTID 



606 



THE DIGITAL CAMERA QUERIES THE CELLULAR PHONE FOR THE CURRENT 
LOCALIZATION SETTINGS/DATA AND THE PHONEIDS; THE CAMERA MAY 
STORE THIS INFORMATION IN A REGISTRY 



608 



THE DIGITAL CAMERA CHECKS THE REGISTRY FOR A KEY EQUAL TO 
PHONEIDS; IF KEY EXISTS, CLIENT HAS "RECOGNIZED" THE CELL PHONE 



610 



THE DIGITAL CAMERA CLIENT ATTEMPTS TO GET THE USERACCOUNTID 
FOR THIS PHONE, LOOKING FOR THE USERACCOUNTID VALUE UNDER 

THIS REGISTRY KEY 



r 



612 



WIRELESS CAMERA CLIENT SENDS LOCALIZATION INFORMATION, PHONEIDS 
AND THE USERACCOUNTID FROM THE REGISTRY TO THE MEDIA GATEWAY 



614 



THE MEDIA GATEWAY'S ID MODULE SENDS THIS DATA TO THE ACCOUNT 
MANAGEMENT MODULE IN THE IMAGE REPOSITORY 



616 



THE ACCOUNT MANAGEMENT MODULE CHECKS AGAINST THE ACCOUNT 
DATABASE FOR AN EXISTING ACCOUNT THAT MATCHES; IF THERE IS A 
MATCH, THE ACCOUNT MANAGEMENT MODULE SKIPS TO STEP 638 



CONTINUED ON FIG 6B 



FIG. 6 A 
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CONTINUED FROM FIG, 6A 
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618 


THE DIGITAL CAMERA ISSUES A REQUEST TO THE CELLULAR PHONE TO 
DISPLAY THE DIALOG FOR GETTING THE PSTN# AND RELATED INFORMATION 






r 


620 


THE USER SEES A DIALOG ASKING FOR EITHER HIS PSTN# FOR THE 
PHONE AND/OR A USERPIN; AFTER USER INPUT, THE CELLULAR PHONE 
SENDS THIS INFORMATION BACK TO THE CLIENT 






r 


621 


THE DIGITAL CAMERA CLIENT TRANSMITS USERACCOUNTID TO 
THE MEDIA GATEWAY 






r 


622 


THE IMAGE REPOSITORY SERVER'S ACCOUNT MANAGEMENT MODULE 
GENERATES A USERACCOUNTID USING THE PSTN# AND IMSI DATA AS 
THE TWO FIELDS OF THIS USERACCOUNTID; IT ALSO GENERATES AN 
ALPHA-NUMERIC USERPASSWORD 






r 


624 


THE ACCOUNT MANAGEMENT MODULE, USING REMOTE REGISTRY 
ACCESS, SETS THE USERACCOUNTID AND USERPASSWORD 
VALUES IN THE REGISTRY UNDER THE PHONEIDS KEY 






r 


626 


THE WIRELESS CLIENT EXECUTES A REMOTE REGISTRY MODIFICATION, 
INCLUDING VALUES KEYED BY PHONEIDS TO ALLOW AUTOMATIC 
TRANSMISSION OF THE USERACCOUNTID DURING FUTURE IMAGE 
UPLOADS TO THE SERVER FROM THIS SAME PHONE-CAMERA PAIR, 

i.e., AS IN STEP 616 






^-628 


THE MEDIA GATEWAY, USING REMOTE REGISTRY ACCESS, SETS THE 
PHONEIDS-KEYED MENU DIRECTIVES, WHICH PROVIDE THE LOCALIZED 
MENU ITEM TO DISPLAY THE USERPASSWORD ON THE CELLULAR PHONE 











CONTINUED ON FIG 6C 



FIG. 6B 
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CONTINUED FROM FIG. 6B 





r 


630 


THE DIGITAL CAMERA EXECUTES A REMOTE REGISTRY MODIFICATION; THE 

CAMERA REQUESTS THE CELLULAR PHONE TO ADD A MENU ITEM THAT, 
IF SELECTED, DISPLAYS THE LOCALIZED DIALOG WITH THE USERPASSWORD 






r 


632 


IF THE USERPIN SCHEME IS NOT BEING USED, THE ID MODULE SENDS 
A REQUEST TO THE CLIENT TO DISPLAY DIALOG WITH USERPASSWORD; 
THIS IS A "REMINDER" TO THE USER OF A "PASSWORD ONE NEEDS LATER" 






r 


634 


THE DIGITAL CAMERA, USING A LOCALIZED DIALOG "CACHED" IN ITS 
REGISTRY, SENDS A COMMAND TO THE CELLULAR PHONE TO DISPLAY 
THE USERPASSWORD DIALOG 






r 


LMU 


THE USER SEES THE USERPASSWORD DIALOG; REMEMBERS THE 
PASSWORD, AND DISMISSES THE DIALOG 






r 


638 


THE SERVER NOW HAS FULL PHONE-CENTRIC ACCOUNT DATA; 
THE ACCOUNT MANAGEMENT MODULE CHECKS AGAINST THE ACCOUNT 
DATABASE FOR THE EXISTING ACCOUNT; IF AN EXISTING ACCOUNT 
IS NOT FOUND, A NEW ACCOUNT IS CREATED 






r 


540 


THE MEDIA GATEWAY, ACCOUNT MANAGEMENT MODULE, AND IMAGE 
STORAGE-BY-ACCOUNT MODULE CONTINUE WITH NORMAL PHOTO 
UPLOAD COMPUTATIONS AND OPERATIONS 





DONE 



FIG. 6C 
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BEGIN 



4 CL 

THE USER IS ATTRACTED TO A "CREATE ACCOUNT" WEB PAGE; A USER WITHOUT AN 
ACCOUNT PROVIDES DESIRED USERNAME AND PASSWORD, AND PRESSES THE "I 
HAVE A WIRELESS CAMERA" BUTTON; A USER WITH AN ACCOUNT SIMIPLY PRESSES 
THE "I HAVE A WIRELESS CAMERA" BUTTON 



710 



r 



720 



THE IMAGE REPOSITORY WEB SERVER PROMPTS FOR THE USER'S "CAMERA ID" (THE 
USERACCOUNTTICKET); THEN USER IS INSTRUCTED TO PLUG DIGITAL CAMERA 
INTO CELLULAR PHONE AND SELECT CAMERA'S MENU ITEM THAT ACTIVATES 
CAMERA APPLICATION AND THEN ACCESS MENU/SUB-MENU ITEM DISPLAYED 

ON THE CELLULAR PHONE 



730 



THE USER ACTIVATES CAMERA APPLICATION AND SEES THE USERACCOUNTTICKET, 
WHICH IS LABELED AS THE "CAMERA ID," IN THE CELLULAR PHONE DISPLAY 



740 



THE USER ENTERS USERACCOUNTTICKET IN APPROPRIATE BROWSER FORM FIELD 



750 



THE IMAGE REPOSITORY SERVER'S ACCOUNT MANAGEMENT MODULE LOOKS UP THE 
CORRESPONDING ACCOUNT INFORMATION IN ITS DATABASE USING THE 

USERACCOUNTTICKET KEY 



760 



THE IMAGE REPOSITORY SERVER'S ACCOUNT MANAGEMENT MODULE STORES IN 
THE DATABASE THE MAPPING BETWEEN THE USERNAME/PASSWORD AND 
SYSTEM-INTERNAL USERACCOUNTTICKET 



r 



770 



THE IMAGE REPOSITORY SERVER'S ACCOUNT MANAGEMENT MODULE ACCESSES THE 
DATABASE TO GET THE DISK LOCATION OF THE IMAGES FOR THIS ACCOUNT 



780 



THE IMAGE REPOSITORY SERVER SENDS THOSE IMAGES CORRESPONDING TO 
THAT ACCOUNT TO THE USER'S BROWSER 



DONE 



FIG. 7 
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BEGIN 



i c 

THE USER IS ATTRACTED TO A "CREATE ACCOUNT" WEB PAGE; A USER WITHOUT AN 
ACCOUNT PROVIDES A DESIRED USERNAME AND PASSWORD, AND PRESSES THE "I 
HAVE A WIRELESS CAMERA" BUTTON; A USER WITH AN ACCOUNT SIMPLY PRESSES THE 

"I HAVE A WIRELESS CAMERA" BUTTON 



802 



804 



THE IMAGE REPOSITORY WEB SERVER DISPLAYS PAGE WITH A PROMPT FOR THE 
PSTN# AND USERPASSWORD AND/OR THE USERPIN, DEPENDING ON WHETHER 

THE "USERPIN" VARIATION IS BEING USED; IF NOT USED, USER IS 
INSTRUCTED TO PLUG DIGITAL CAMERA INTO CELLULAR PHONE, AND SELECT 
CAMERA'S MENU ITEM THAT ACTIVATES THE CAMERA APPLICATION AND THEN 
ACCESS MENU/SUB-MENU ITEM DISPLAYED ON THE CELLULAR PHONE 

REQUESTING "SERVER (ACCOUNT) INFORMATION- 



AL 



806 



USER ACTIVATES CAMERA APPLICATION, AND SELECTS THE "SERVER INFORMATION" 
MENU AND THE USERPASSWORD SUB-MENU ON THE CELLULAR PHONE DISPLAY 



808 



THE USER ENTERS THE CORRESPONDING CELLULAR PHONE'S PSTN# AND THE 
USERPASSWORD OR USERPIN IN THE APPROPRIATE BROWSER FORM FIELD; 
THE IMAGE REPOSITORY SERVER'S ACCOUNT MANAGEMENT MODULE LOOKS UP 
THE MATCHING ACCOUNT INFORMATION IN THE DATABASE USING THE PSTN# KEY 



810 



ACCOUNT INFORMATION FROM THE IMAGE REPOSITORY SERVER DATABASE CONTAINS 
THE IMSI; THE ACCOUNT MANAGEMENT MODULE INDEPENDENTLY COMPUTES THE 
USERPASSWORD AND/OR LOOKS UP THE USERPIN AND COMPARES IT AGAINST 

THE USER-PROVIDED PASSWORD 



812 



(OPTIONALLY) THE SERVER, USING THIRD PARTY SERVICES, MAY DO AN INVERSE 
LOOKUP OF THE PSTN# GIVEN THE IMSI TO VERIFY THAT THE "PROPER" PSTN# 
WAS PROVIDED BY THE USER, OR PERFORM SOME OTHER USER VALIDATION 



CONTINUED ON FIG. 8B 



FIG. 8 A 
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CONTINUED FROM FIG. 8A 





r m 


IF THE SERVER ACCEPTS THE PSTN# AND THE USERPASSWORD AND/OR USERPIN, 
THE SERVER SERVES A WEB PAGE ASKING USER FOR "NEW ACCOUNT 
INFORMATION;" IF USER HAS AN ACCOUNT, THE SERVER SKIPS TO STEP 818 






r m 


THE USER PROVIDES A DESIRED USERNAME AND PASSWORD 






r m 


THE ACCOUNT MANAGEMENT MODULE STORES IN THE DATABASE THE 
MAPPING BETWEEN THE USER-SUPPLIED USERNAME/PASSWORD AND THE 
SYSTEM-INTERNAL USERACCOUNTID 






r m 


THE IMAGE REPOSITORY SERVER'S ACCOUNT MANAGEMENT MODULE ACCESSES 
THE DATABASE TO GET THE DISK LOCATION OF THE IMAGES FOR THIS ACCOUNT 








THE IMAGE REPOSITORY SERVER SENDS THOSE IMAGES CORRESPONDING 
TO THAT ACCOUNT TO THE USER'S BROWSER 





DONE 



FIG. 8B 



